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- Papers, articles, ...
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Today's topic:

why are we here?
what is computer security?



What is computer security?

* The task of achieving some goal

 In presence of some adversary that intentionally tries to make us fail

« Regardless of what the adversary is doing

Essential elements:

- Security property: confidentiality, integrity, availability, ...

- Threat model: what the adversary
knows/is allowed to do

- Mechanism: ensures that the property is satisfied




What is computer security?

Why is security hard?

» “Negative” goal: hard to think about all possible adversaries, challenging
to test

 Properties are hard to propertly state

.

Threat models often miss a serious threat

e Mechanisms are insufficient or broken

Edge cases are essential




Problems in properties...

Pet names and passwords are equally hard to guess

?

»




Problems in threat models...

A single weak link can be catastrophic




Problems in threat models...

Human factors

Phishing
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Problems in threat models...

Need to keep up to date




Problems in threat models...

Side channels

55L Handshake (simplified)

, , __Enc(pk, nonce)
Alert/OK




Problems in mechanisms...

iCloud

https://github.com/hackappcom/ibrute


https://github.com/hackappcom/ibrute

Problems in mechanisms...
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Problems in mechanisms...

eval( {'P )




Problems in mechanisms...




Problems in mechanisms...

DILBERT By Scott Apams

TOUR OF ACCOUNTING
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A bit of history of computer security...



70s : the era of the mainframe




70s : the era of the mainframe
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80s : the era of the PC




Morris worm, 1988




90s : the era of the Internet
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90s : the era of the Internet
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BugTraq, reet, and Underground.org
bring you

Smashing The Stack For Fun And Profit

by Aleph One
alephl@underground.org

“smash the stack’” [C programming] n. On many C implementations
it is possible to corrupt the execution stack by writing past
the end of an array declared aute in a routine. Code that does
this is said to smash the stack, and can cause return from the
routine to jump to a random address. This can produce some of
the most insidious data-dependent bugs known to mankind

Variants include trash the stack, scribble the stack, mangle
the stack; the term mung the stack is not used, as this is
never done intentionally. See spam; see also alias bug

fandango on core, memory leak, precedence lossage, overrun screw




00s: the era of the Web
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Samy worm, 2005
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facebook

NETELIX
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Snowden leaks, 2013

TOP SECRET/SI/ORCON/NOFQRN ! Hotmail R >
e (.0..3[(.

Cl"[ [{Jj facebook YAHOO’ q

assumy PRISM Collection Details

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

* E-mail
+ Microsoft (Hotmail, etc.) < Cl:‘a""idm-”i“
+ Google + Videos
+ Yahoo! + Photos
+ Stored data
= Facebook . Volp
* PalTalk + File transfers
* YouTube * Video Conferencing
= Skype + Notifications of target activity — login:
+ AOL + Online Social Networking details
« Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/(




Heartbleed, 2014

HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STiLL THERE?
IF S0, REPLY *POTATO" (6 LETTERS).

i)
]

SERVER, ARE.YOU STLL THERE?
jser Meg wants these 6 letters: POTATO. IF 50,REPLY "HAT™ (500 LETTERS),

/

ser Meg wants these 500 letters: HAT.

ser Meg wents these 6 letters: POIATO. er Meg vents these 500 letters: HAT.

| OI 'OOI

o
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Cambdridge Analytica scandal, 2018
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Spectre / meltdown, 2018
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Security Engineering



We want to build systems satisfying

- Confidentiality
* Integrity

* Availability
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We want to build systems satisfying

- Confidentiality
* Integrity
* Availability
but also...
 Authenticity
« Accountability / non-repudation
* Anonymity

* Privacy
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* Prevention

- eg. encrypt, validate inputs, ...
» Detection

- eg. check logs, monitor network activity, ...
* Reaction

- eg. update firewall rules
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Security engineering

Policy |» Incentives

Mechanism Assurance
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>kondg tou pabnuatog

* va PEAETACOUPE NWE gnopoUpe va avantioooupe ac@ain cuotripata
KAl EQAapUoyEC

 va pdBboupe ocuvnBiopévec aduvapleg kal enBéoelc

 va avaAUooupe dtdpopec peBddouc avixveuong eunabelwy kal
unxaviopoUg npootaciag

* va doUpe peplkd Bacikd Kpuntoypadikda epyaisia yia va
npayuatonoloUv ac@aieic cuvariayec.
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* To OTL KANolog A®nOoE avolKTA TNV NdPTA TOU avolxTh Oev onualvel 0Tl
éxoupe to Olkalwpa va ynolpe péoa

« Onotloodnnote epapudoel TEXVIKEC MOU NApouUsclactnkay oto pddnua (N
Kal EKTOC autoU) yla TNV npaypatonoinon entBécewy pnodevidetal
autopdatwc (to onoto nibavédtata va eival kalt acrjpavio npdBAnua ce
OXE0N PE AANEG VOIIKEC CUVENELEC Ylag TéTolag Npagnq)
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